Abstract: Knowledge workers frequently lack sufficient expertise to perform work effectively. This paper describes a recently developed expertise locator system based on automated key-phrase identification of experts from electronic mail (e-mail) messages. The paper provides an analysis of the key socio-ethical challenges involved in the implementation and use of the e-mail expertise locator system. Findings include a set of complex socio-ethical challenges, and their managerial and theoretical implications are discussed. The paper highlights possible sensitivities of employees with respect to their potential identification by the system as domain experts. It also highlights the potential for employee misuse of e-mail expertise locator systems, which must be carefully managed to reduce the risks involved.
Introduction
In today's highly competitive globalised business environment, knowledge workers frequently lack sufficient expertise to perform their work effectively. Corporate trends such as regular restructures, retirement of the baby boomer generation and high employee mobility have contributed to the displacement and obfuscation of internal expertise (DeLong, 2004; Hamel and Prahalad, 1994) ; increasingly, knowledge is distributed across firms (Tsoukas, 1996) . When employees require additional expertise to perform work they often seek an internal expert to acquire the missing expertise (Ackerman et al., 2003) . A recognised definition of an expert is someone displaying specialised skills and knowledge derived from training and experience (Shanteau and Stewart, 1992) . Studies have shown that employees prefer asking other people for advice rather than searching documents or Electronic Knowledge Repositories (EKR) (Swaak et al., 2004) . As research has shown that when expertise location is timely corporate performance improves (Dooley et al., 2002) , many organisations now offer ways to assist employees in locating experts, often within the context of a formal Knowledge Management (KM) strategy.
However, while various approaches to expertise location have been proposed in the KM literature, some of which have been implemented in recent years, there are significant socio-ethical issues to consider (Braun and Schmidt, 2007) . For example, employee privacy rights may be at risk from the potential disclosure of employee expertise. Yet despite the importance of effectively managing such socio-ethical issues to the success of expertise locator approaches, such issues have not yet, to the best of our knowledge, been addressed by KM researchers.
In this paper we review a particular expertise locator approach based on the semi-automated identification of key-phrases that potentially signal expertise in electronic mail (e-mail) messages. The paper also explores the socio-ethical implications of the approach. The approach addresses some of the key weaknesses in other types of expertise locator approaches which rely mainly on expert input and dynamic updating of profiles (Pipek et al., 2002) as we will show later. As the approach has previously been described elsewhere (Tedmori et al., 2006) , the main theoretical contribution of this paper is the elaboration of the important socio-ethical dimension.
The remainder of the paper is organised into five sections. Section 2, which follows, provides a theoretical background to the research. It features a review of expertise locator approaches, a review of the value of e-mail as a knowledge management tool and key organisational knowledge resource, and a review of existing key-phrase based approaches for identifying, categorising and locating expertise from e-mail messages. Section 3 outlines the research design employed for this study. Section 4 describes a system for key-phrase based expertise location from e-mail messages, which offers significant advantages for companies compared with existing approaches. Section 5 analyses the key socio-ethical challenges involved in implementing and using the approach. Finally, Section 6 reflects upon the research, identifies key implications, and proposes several future research directions.
Theoretical background

Evolution of expertise locator approaches
Over the past decade, various approaches to expertise location have been developed and implemented to link expertise seekers with internal experts. The first generation of such systems emerged from the use of helpdesks as formal sources of knowledge, and comprised knowledge directories and expert databases. Microsoft's SPUD project, Hewlett-Packard's CONNEX KM system, and the SAGE expert finder are key examples of this genre. Generally expert databases have 'Yellow Pages' interfaces representing electronic directories of experts linked to their main areas of expertise. Such directories are based on expert profiles which must be maintained by experts on a voluntary basis. The key advantages of such directories include conveniently connecting those employees inadequately tapped into social and knowledge networks with relevant experts. However such approaches also suffer from significant shortcomings. Unless employees regularly update their profiles, the profiles lose accuracy and no longer reflect reality. Yet employees are notorious for neglecting to update such profiles as such duties are often considered onerous and low priority (Yimam-Seid and Kobsa, 2003) . Moreover, employees may not wish to be compelled to provide expertise, as will be discussed later. Overall, when large numbers of employees are registered and profiles are inaccurate, credibility is rapidly lost in such systems which are increasingly ignored by knowledge seekers, who instead rely on social networks or other methods (Campbell et al., 2003) . In addition, expertise descriptions are usually incomplete and general, in contrast with the expert-related queries that are usually fine-grained and specific, and replete with various qualitative requirements (Yimam-Seid and Kobsa, 2003) .
In the second generation of expertise locators, companies offered personal web pages where employees could advertise their expertise internally or externally. Such pages are designed according to corporate templates or personal design, and are usually made accessible via the World Wide Web or corporate intranets. The convenience of web-based information creation and update, web-based information retrieval and access, and sophisticated search engines, are key advantages of this approach. However, employees may lack the motivation, time or technical expertise to develop or update their profiles, which rapidly lose accuracy and credibility and the capacity to meet expert location needs (Yimam-Seid and Kobsa, 2003) . In addition, as noted by Yimam-Seid and Kobsa (2003) , employee use of search engines for locating an expert's web page may be ineffective since such a process is based on a simple keyword matching task which does not always yield the most relevant experts' web pages. The search activity can also be very time consuming when a high number of hits is returned and an employee must then systematically or randomly attempt to choose and explore the listed link(s). As Yimam-Seid and Kobsa (2003) suggested for this approach, knowledge seekers are allocated significant and often onerous responsibility for finding relevant experts.
The second generation of approaches also included the development of more dynamic expert databases. Answer Garden (Ackerman and Malone, 1990; Ackerman, 1994) , which is a question-answering system, maintains a database of frequently asked questions and answers. When the system does not find the required information in the database, an end-user may ask the question of the system. Answer Garden then routes the question to the corresponding experts. However, it is not clear with this approach how the system identifies experts and, in particular, whether experts have nominated their own areas and levels of expertise.
The third generation of approaches relies primarily on secondary sources for expert identification. For example, the web application Expertise Browser (Cohen et al., 1998) studies browsing patterns/activities in order to identify experts. With this application, if the user knows a particular expert, the user can ask the system to reveal the browsing path of that expert, relevant to the user's query. Among other disadvantages, if an employee does not know an expert, the user must ask the system to identify one or more experts. The employee must then scan the browsing paths of the identified experts for possibly useful links, which can be a very time consuming process. Further, it is likely that browsing reveals interests rather than expertise (Yimam-Seid and Kobsa, 2003) . Moreover, the monitoring of browsing patterns clearly involves privacy issues that such systems fail to address. Other secondary-source approaches utilise message board discussions as indicators of expertise. For example, ContactFinder (Krulwich and Burkey, 1996b ) is a research prototype that reviews messages posted on message boards. ContactFinder analyses subject areas from messages and links them to the names of the experts who wrote the messages. It provides users seeking experts with expert referrals when user questions match experts's earlier postings. All such approaches infer experts from secondary sources but do not allow experts to confirm such inferences.
A recently recognised socially based approach is the use of social networks which provide a complex social structure for the development of social capital and the connection of novices and experts (Cross et al., 2001) . In a study conducted by Kraut and Streeter (1995) , while some people were difficult to access, they were still judged to be valuable sources of help. The use of a social network to locate expertise has become popular because colleagues are often physically available, personal friends, or recognised experts on the topic. However, there is no guarantee that a genuine expert will be consulted, as users may choose to consult a moderately knowledgeable person, a person with whom a good relationship exists, a proximate employee, or a quickly located employee, simply as that person is within the expertise seeker's social network. With this approach, low quality expertise may be systematically introduced into an organisation where it is quickly applied. Automated social network approaches such as Referral Web suffer from similar concerns.
The fourth generation may include one or more of the above approaches together with natural language processing and artificial intelligence techniques in order to analyse stored knowledge, seeking to identify expertise and experts (c.f. Balog and de Rijke, 2007; Maybury et al., 2002; Yimam-Seid and Kobsa, 2003) . A forerunner of such systems is Expert Locator which returns pointers to research groups in response to natural language queries on reports and web pages (Streeter and Lochbaum, 1988) . A second example is Expert Finder (Mattox et al., 1999) which considers self-published documents containing the topic keyword, and the frequency of the person named near the same topic keyword in non-self-published documents, in order to produce expertise scores and ranks. In 1993 Schwartz and Wood first attempted to utilise e-mail messages, known to be heavily knowledge-based, to deduce shared-interest relationships between employees. In 2001, following other experts' promising attempts, Sihn and Heeren implemented XpertFinder, the first substantial attempt to exploit the knowledge-based content of e-mail messages by employing technology to analyse message content. We discuss e-mail based approaches to expert location in detail in a later section of the paper.
The major drawback of fourth generation approaches (excluding the approach discussed in this paper) is that output such as potential expert listings is unordered when presented to a user seeking experts, requiring significant user effort to identify the best expert. Such systems identify experts by textual analysis but rarely support expert selection by users. In addition, such systems fail to present the varying degrees (or levels) of expertise that people possess and tend to assume a single level of expertise. It is thus entirely the user's responsibility to systematically process the returned results in order to identify the most suitable experts for answering specific queries. Techniques employed to build the fourth generation expertise profiles should be advanced to ensure that the textual fragments analysed accurately convey employees' expertise. To date, the techniques used have been inadequate because they cannot distinguish between what is important and what is not important in identifying an expert. In addition, the system should be able to match user needs with expertise profiles by using appropriate information retrieval techniques, ensuring that relevant experts are not overlooked and that less relevant experts are not overburdened with inappropriate queries.
This abbreviated evolutionary review of expertise locator systems has highlighted the need for new expert locator systems with enhanced information retrieval techniques that provide user friendly expertise seeking techniques and high levels of accuracy in identifying relevant experts. Such approaches should also address socio-ethical issues such as employee privacy. In this research, we examine an approach based on key-phrase identification in e-mail messages, that addresses such requirements, and consider the social-ethical challenges involved. However first, we look more generally at the importance of e-mail for knowledge work and expertise location.
E-mail, knowledge work and expertise location
This section reviews the role of e-mail in knowledge work and explores its potential value for expertise location. Recent surveys reveal that e-mail is well-used as a knowledge medium by knowledge workers worldwide (e.g., Doubleclick, 2005) . In December 2006, 91% of internet users in the US used e-mail daily, an activity equal only to web searches in frequency of daily internet activity (Pew, 2007) . Its popularity in organisations is also illustrated by a recent study reporting that e-mail messages involve an estimated average of 15.8 Megabytes of archive storage per corporate end-user per day (Derrington, 2006) . E-mail is also well regarded for collaboration (Garcia, 2006) .
However despite the popularity and ubiquity of e-mail in organisations, surprisingly little research exists on the value it can provide to organisational KM strategies. Indeed, several researchers have reported that e-mail enables greater knowledge work than possible in earlier technological eras (Lichtenstein and Swatman, 2003; Whittaker et al., 2005) . E-mail can support a range of key knowledge processes such as knowledge creation (e.g., Ducheneaut and Bellotti, 2003; Lichtenstein, 2004) and knowledge sharing (Bontis et al., 2003) . According to Lichtenstein and Swatman (2003) , employees are motivated to use e-mail for the purpose of knowledge work for many reasons, including that it: attracts worker attention; is integrated with everyday work; provides a context for sense-making about ideas, projects and other types of business knowledge; enables the referencing of work objects (such as digital documents), and provides a history via quoted messages; has high levels of personalised messages which are appealing, meaningful and easily understood; encourages commitment and accountability by automatically documenting e-mail exchanges; is collected in inboxes and organisational archives, providing valuable individual, collective and organisational memories that may be tapped later; and that it facilitates the resolution of multiple conflicting perspectives which can stimulate an idea for a new or improved process, product or service.
E-mail provides important, but often unexploited, opportunities for expertise location. Expert knowledge in e-mail can be accessed and reused directly (e.g., Swaak et al., 2004) or can serve indirectly as a pointer to an expert (e.g., Balog and de Rijke, 2007; Campbell et al., 2003) . Traditionally, e-mail clients are designed for the reuse of personal knowledge archives. For example, folders are popular structures for organising e-mail messages so that they assist owners with knowledge reuse. This facility was highlighted by a recent early study of Enron's publicly available e-mail archive where significant folder usage was employed (Klimt and Yang, 2004) . Employees often search personal e-mail archives seeking knowledge, in preference to searching EKRs (Swaak et al., 2004) , raising questions about the effectiveness of EKRs for reuse, an issue first raised by Markus (2001) . As mentioned earlier, Swaak et al.'s (2004) study also found that employees prefer to find an expert to help them with their knowledge-based concern, rather than searching directly for knowledge. Next we illustrate how e-mail messages can point to experts by reviewing several representative approaches based on key-phrase identification.
Identifying key-phrases in e-mail for expertise location
This section reviews prior approaches to identifying key-phrases in e-mail for expertise location. The main underlying technical challenge in utilising e-mail content for expert identification is the extraction of key-phrases that provide a good indication of the sender's skills and experience. To date, current systems in the marketplace have failed to achieve this objective, mainly due to the technical difficulty of identifying key-phrases that represent an e-mail sender's knowledge, as e-mails are freestyle text, not always syntactically well formed, domain independent, of variable length, and based on multiple topics (Tzoukermann et al., 2001) . Moreover, knowledge is not necessarily represented in one message, but rather in a thread (or several threads).
Several methods have been proposed for the automatic extraction of key-phrases (Barker and Cornacchia, 2000; Frank et al., 1999; Krulwich and Burkey, 1996a; Turney, 2000) . The two main techniques are domain dependent and domain independent. Domain dependent techniques employ machine learning and require a collection of documents with key-phrases already attached, for training purposes. Furthermore, the techniques (both domain dependent and domain independent) are related to linguistics and/or use pure statistical methods. A number of applications have been developed using such techniques. A discussion of existing approaches, together with their merits and pitfalls, is provided in (Tedmori et al., 2006) .
There are many weaknesses with current approaches to automatic key-phrase identification, several of which are discussed here to illustrate the issues. First, the extraction of noun phrases from a passage of text is common to all such approaches (Tzoukermann et al., 2001; Hulth, 2003) . However, a disadvantage of the noun extraction approach is that, despite the application of filters, many extracted key-phrases are common words likely to occur in numerous e-mails in many contexts. Therefore, it is important to distinguish between more general nouns and nouns more likely to comprise key-phrases. Second, Hulth (2003) pinpoints two common drawbacks with existing algorithms. The first drawback is that the number of words in a key-phrase is limited to three. The second drawback is that the user must state the number of keywords to extract from each document (Hulth, 2003) . This paper will describe a new approach which addresses the limitations in prior approaches. The paper will also discuss the socio-ethical challenges involved, a topic much neglected by earlier papers and approaches. However before doing so, the research design is overviewed.
Research design
This section outlines the research design of the study, which adopted the information systems development methodology (Nunamaker and Chen, 1990) . The research design can be viewed as a four stage study. In Stage One a comprehensive literature review in the fields of expert locators and key-phrase extraction techniques was conducted. This review was important to the study to provide a strong theoretical background, help identify how current approaches to expertise locator systems using key-phrase extraction are currently deficient, and suggest improvements. This stage did not, however, explore the socio-ethical issues involved in such approaches, as such issues had not yet been addressed by the KM literature and only arose later in the research cycle, as will be discussed.
In Stage Two, the expertise locator tool -EKE -was developed, and an evaluation of the key-phrase extraction engine was conducted. Frequent development cycles and project meetings helped to clearly identify user requirements and obtain feedback which was later analysed. The evaluation of the EKE system was an integral task in the development process. Evaluation of the key-phrase extraction process was essential to assess its performance. It was evaluated for the effectiveness of extracted key-phrases using a recognised performance measure (Tedmori et al., 2007) .
In Stage Three, the complete system (including the key-phrase extraction engine) was piloted by technologically competent end-users who were frequent and experienced e-mail users, selected from within the school of Informatics at Loughborough University in the UK. The system was evaluated for functionality, robustness and ease of use. Comments, concerns and errors were communicated on detection. The feedback was either resolved or earmarked for further action.
In Stage Four (the stage reported in this paper) the key socio-ethical challenges involved in the implementation and use of expert locator systems were identified from a literature review of relevant KM, information systems and ethics literatures. Key socio-ethical issues as they might apply to the developed tool were identified and synthesised. Later in this paper, the key issues are discussed and addressed. At a future stage (Stage Five), further implementations of the system are planned.
Expertise location from e-mail messages using the e-mail knowledge extraction system
In this section we describe an approach developed by Tedmori et al. (2006) to the key-phrase identification of expertise from e-mail messages, piloted in two organisations as described in the Research Design section above. An E-mail Knowledge Extraction (EKE) system, described in detail in Tedmori et al. (2006) , aims to enable end-users ('users') to locate employees ('experts') who may possess specialised knowledge that users seek. The underlying technical challenge in utilising e-mail message content for expert identification is the extraction of key-phrases indicative of sender skills and experience. A technological overview of the development and operation of EKE follows. First, the Natural Language ToolKit (NLTK) was employed to build a key-phrase extraction 'engine'. NLTK comprises a suite of libraries and programmes for symbolic and statistical Natural Language Processing (NLP) for the Python programming language. The completed key-phrase extractor was then embedded within EKE -an Email Knowledge Extraction process based on two stages. The first stage involves a training process which enables the creation of a speech-tagging model for tagging Parts-of-Speech (POS) within an e-mail message. The second stage involves the extraction of key-phrases from e-mail messages with the help of the speech-tagging model. Figure 1 (Tedmori et al., 2006) depicts how the EKE system analyses e-mail messages to identify experts. Once a message is sent by a user (Step 1), the body of the message is captured by EKE. EKE's key-phrase extraction engine will parse the body of the email seeking appropriate key-phrases that might represent the user's expertise (Step 2). This process is fully automated and takes only milliseconds to complete, and is so far transparent to both sender and receiver. It is possible that key-phrases will not be identified by the key-phrase extraction engine as the message may not contain any text suggesting key-phrases, or the message contains key-phrases that were not detected. In such cases, EKE will not require any action from the user whose work activities will therefore remain uninterrupted.
In
Step 3, if the engine identifies key-phrases the user is requested to rank the extracted key-phrase using a scale of 1-4, to denote level of user expertise in the corresponding field. The rankings 1-4 represent basic knowledge, working knowledge, expert knowledge, or not applicable. The four point categorisation scale was devised because a seeker of knowledge should be forewarned that a self-nominated expert may lack an expected capability. The knowledge seeker can then decide whether to proceed to contact such an expert for help. In Figure 1 , 'Questionnaire', 'Semantics', 'Casino' and 'Online database' are examples of the key-phases that have been extracted from the body of a message. On average very few key-phrases are extracted from a message because generally, according to our development tests and pilot studies, there are few key-phrases contained within any one e-mail message. Therefore typically a user is not unduly delayed by the key-phrase expertise categorisation process. Once categorised (for example in Figure 1 , 'Questionnaire' may be categorised as basic knowledge, 'Semantics' as expert knowledge, and so on), key-phrases are stored in an expertise profile database (excluding key-phrases categorised as 'not applicable'). Source: Tedmori et al. (2006) The user can access and edit his/her expert profile at any time (Step 4). The key-phrases that are stored in the expertise profile database are also made available to other employees within the organisation, to enable them to locate relevant experts by querying the database (Step 5).
The EKE system has significant advantages compared with other e-mail key-phrase extraction systems, not all of which perform Steps 3 and 4. The present system gains accuracy by requiring a user in Steps 3 and 4 to rank his or her level of expertise for a particular key-phrase. Most existing systems attempt to rank experts automatically rather than consulting users for their perceptions of their level of expertise. Such systems are likely to be less successful at accurately identifying expertise levels as they do not capture employee knowledge of their own expertise. The above approach has been trialled at Loughborough University as mentioned in the Research Design section, and shown to be effective in correctly identifying experts. However, there are some important socio-ethical issues yet to be addressed, which may affect the success of such an approach in practice, and to which we now turn our attention.
Managing the socio-ethical challenges of e-mail knowledge extraction
This section discusses six key socio-ethical challenges presented by the EKE expertise locator approach when used in practice. A literature review of ethical issues in organisational IT use was used to inform this analysis. While two pilot implementations of the system were carried out at AstraZeneca and Loughborough University in the UK, the views of participants were not polled on the socio-ethical challenges involved as they were not part of the original scope of the project. However, as the research project progressed and additional time to explore such issues became available, Stage Four was initiated. Clearly, social-ethical issues were involved, were important to the success of the system and, finally, were important to address from an information systems professional ethics perspective.
Employee justice and rights
Employees are conscious of organisational justice and justice should be done regarding respecting employee rights. Several studies have linked employee performance and organisational citizenship to perceived organisational justice (Cohen-Charash and Spector, 2001 ). Clearly it is important that employee rights are respected in the implementation and management of the e-mail expertise locator, EKE. Employer and employee rights must be negotiated when setting an internet use policy (Lichtenstein and Swatman, 1997) or e-mail policy (Kelleher and Hall, 2005) , both key policies that can be used to guide and help manage employee e-mail use. However, employee rights may conflict with employer rights. An important employee right is the right to privacy and absence of monitoring, discussed next.
Privacy and monitoring
Information privacy addresses the legitimate collection, use and disclosure of personal information, as well as "the claims of individuals that data about themselves should generally not be available to other individuals and organisations, and that, where data is possessed by another party, the individual must be able to exercise a substantial degree of control over that data and its use" (Clarke, 1999) .
According to this definition, implementation of the e-mail expertise-locator may result in a loss of privacy as data will be made available to certain individuals in the organisation and used for purposes to which the user has not consented. EKE also comprises a type of monitoring, as employee e-mail messages are scanned and filtered for expert key-phrase content. Workers may object if they know their e-mail messages are being subjected to a form of organisational monitoring, even if only for the purpose of identifying their expertise.
There are various arguments against monitoring in an internet context. Martin and Freeman (2003) have highlighted issues of liability, privacy, security, creativity, paternalism and social control. Interestingly, Urbaczewski and Jessup (2002) discovered that workers monitored electronically for feedback purposes were more satisfied with monitoring than workers monitored for reasons of management control. In addition, the researchers found that high-performing, highly motivated workers were more accepting of monitoring than other types of workers. According to current studies, many groups have been found to accept electronic monitoring (Stahl, 2005) .
Obtaining the informed consent of employees to the scanning of their e-mail messages in the proposed approach is one possible solution to the monitoring dilemma. However, researchers have highlighted a need for companies to provide employees with greater negotiating power regarding privacy protection in a context of increasing workplace surveillance (Palm, 2004; Stahl, 2005) -even when informed consent may be given. Stahl (2005) suggests that the role of managers in addressing surveillance might be as participant or moderator of the discourse. Recent studies highlight a role for e-mail committees, training, policies, and sustained awareness when e-mail monitoring is pursued as policy (Duane and Finnigan, 2005) . Thus the e-mail management literature points to possible managerial/policy alleviation of monitoring concerns.
Currently EKE addresses the privacy issue by enabling employees to select and deselect the key-phrases they wish to share with the rest of the organisation. However, it may also be appropriate to consider amending corporate internet use policies and e-mail policies to address the privacy considerations incurred by EKE.
Motivational issues for sharing knowledge
The EKE system assumes that experts are willing to share their expertise with others when so requested. However, according to the KM literature, employee motivation to share knowledge is a complex issue and by no means guaranteed. Knowledge to some people is synonymous with power. Several studies have suggested that recognition and incentives are key motivators in knowledge sharing (McDermott and O'Dell, 2001; Newell et al., 2002) . At one of the organisations where EKE is planned to be implemented in Stage Five of the project, managers are considering the introduction of 'knowledge miles'. Each employee will be given a number of knowledge miles and when a colleague shares some useful knowledge, the receiver of the knowledge can give their colleague some knowledge miles. At the end of the year the knowledge miles can be exchanged for air miles. Other reported barriers to knowledge sharing may be relevant, such as proximity between expert and novice leading to reliance on electronic communications of the missing knowledge. Such communication can be complex and fraught with opportunities for misunderstandings. Braun and Schmidt (2007) pose an interesting challenge. What if employees seeking expertise do not feel comfortable learning from certain individuals, despite the individuals having been classified as experts? According to Schmidt and Brown, individuals may seek learning from others based on existing trusted relationships where there is established reliability and other positive characteristics favourable to a positive learning experience.
Relationships
Such considerations raise an interesting issue for e-mail expertise-locator systems such as EKE. Knowledge acquisition from non-experts is a feature of social computing, or Web 2.0, which depend on social networks. Social networks can be leveraged for information retrieval (Kirsch et al., 2006) . Perhaps social network analysis techniques such as that developed by Zhang and Ackerman (2005) could be cross-referenced with EKE to address this issue. Alternatively, when a user finds an expert by means of EKE, she or he could be put in touch with the expert via a path in the corporation's social network, thus lubricating the initial contact between user and expert by leveraging established relationships.
Another relationship-oriented issue is where asymmetric relationships are detected between knowledge seeker and expert. Such a relationship occurs when one person is always the expert and the other is always the novice. An imbalance of this kind can lead a user to avoid seeking knowledge from the system. Perhaps the integration of the social network approach with the expertise-locator tool can be designed to limit such situations. If a frequently used expert-novice pairing is returned by the system in response to a user enquiry, a different combination could be offered where the "expert" has "working knowledge" only, in order to save face for the employee seeking help.
Ethical implications of expert or non-expert classification
With EKE, some people may never be classified as an expert and may therefore feel inferior, unappreciated or marginalised. On the other hand, some people may resent their expert classification due to the anticipated higher demand on their time. Such people may not admit to being experts when they are requested for input on a relevant key-phrase by the system. Still other people may be inaccurately identified as possible experts by key-phrases, particularly as, according to a recent survey, 23% of messages sent by e-mail are personal messages rather than business e-mail (Radicati, 2005) . According to the same survey, over 60% of employees use personal e-mail services to send business e-mail, thereby significantly reducing the likelihood that the corporate e-mail archive is a wide and rich representation of internal expertise. Clearly, this issue requires further investigation to better understand the implications for successful use of EKE.
Deliberate misclassification of experts
It is quite possible that, with the knowledge that key-phrases are considered significant for expert identification, employees will change their e-mail use patterns. Experts seeking to escape expertise detection, in order to avoid the potentially significant accompanying workload and other possible repercussions of sharing knowledge with other workers, may avoid using technical or domain-based terms in e-mail messages. Alternatively they may use personal e-mail accounts for communications on specialised subjects. Novices may attempt to be classified as experts by using specialised terms in e-mail messages, and confirm themselves as experts when questioned. To address such concerns, the knowledge base resulting from the e-mail analysis could be reviewed periodically by a dedicated group in the company, detecting and correcting such anomalies. This potential solution clearly incurs an additional cost, however.
Expert database disclosure
Undergirding EKE is a database containing valuable information about an organisation's knowledge resources, capabilities and capacities. The expert data in the database, if analysed, may reveal an organisation's capacity to undertake jobs at any given time given the knowledge and the key capabilities of its employees. The database therefore presents a risk of deliberate disclosure by employees who lack the relevant and approved access privileges, perhaps for profitmaking motives. Two key concerns illustrate the risks. First, a customer could determine if a business, in the role of service provider or product vendor, has the capabilities and capacity to undertake the work. While such information may be useful to a customer, the business may lose important opportunities in a highly competitive global marketplace. Second, other organisations may actively recruit potentially valuable employees from the company should expert profiles be disclosed. Clearly, companies must provide adequate security protection such as stringent access controls to protect the valuable expertise database.
Conclusion
This paper has described a recently developed system that uses key-phrase extraction from e-mail messages in order to identify domain experts. It has also provided an analysis of the key socio-ethical challenges involved. Several potential solutions to these challenges were posited. The theoretical implications of the paper are several. First, a set of socio-ethical challenges for the implementation of an effective e-mail expertise-locator system has added to existing theory in the area of expertise location from e-mail. Second, numerous important insights about expert location when e-mail is used as a key source and key-phrases help identify experts who then nominate their level of expertise in the subject, have been offered.
The findings firstly highlight a need for software developers to extend the EKE system to better address the socio-ethical challenges involved. Managers must also play a key role in protecting employees from negative socio-ethical implications such as privacy issues. They must also protect the confidentiality of the expert database, and protect the company from possible misuse of the system by employees who are reluctant to participate fairly in the system.
A corporate e-mail policy may also be used as a key managerial tool to address the socio-ethical challenges. According to reports, 50%-76% of US organisations have e-mail usage and content policies (AMA, 2006; Radicati, 2005) . It is noted that the proportion of organisations with e-mail policies may be less in other countries however their development is certainly warranted on many fronts. E-mail policies should reflect a negotiated consensus between employer and employee needs in acceptable e-mail use (c.f. APC, 2006) . For example, the Australian privacy guidelines on Workplace E-mail and Web-browsing state: "The Privacy Commissioner encourages organisations to develop in consultation with staff [our italics] a clear privacy policy in relation to staff use of computer networks, particularly with regard to the use of e-mail and the Internet" (APC, 2006) . Extending this concept to the e-mail expertise locator context, employees and managers could develop e-mail policies based on negotiated needs.
In conclusion, the analysis presented in this paper reminds us that technical systems cannot succeed in the modern business world unless they are viewed as socio-technical systems. The socio-ethical challenges involved in such systems must be carefully identified and addressed. This paper also highlights a need to identify socio-ethical challenges in other automated or semi-automated approaches to organisational expertise location, and this paper's findings can be used as an important foundation for such exploration.
